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Open Source Software is Not Secure

Open Source Technology Does Not Offer
Professional Level Support

Open Source is a Niche IT Sector
Open Source Companies do not own their IP

Open Source is Unregulated and Anyone Can
Contribute Code

Open Source Cannot Support Mission Critical
Applications



Myth 1. Open Source Software Is not Secure



Software should be secure by
design

Vulnerabilities are typically found
through reverse engineering, not
by reading through source code
e.g. Microsoft Internet Explorer

The Linux Kernel has been found
to contain 1% of the bugs that a
typical closed source product
would contain



"We really haven't done everything
we could to protect our customers
... our products just aren't

engineered for security."

Brian Valentine
SVP Development
Microsoft







Myth 2: Open Source Technology Does Not
Offer Professional Level Support



Professionally Supported Vs
Community Supported

Support Subscriptions are the
largest source of revenue for
open source companies

Open source model drives
companies to provide superlative
support e.g. Ingres has 92%
customer support satisfaction

Enterprise Support
24x7 Availability
Qualified professionals






Ingres/PostgreSQL/MySQL
Linux/OpenSolaris

Apache Web Server
Apache Tomcat & JBOSS
Open Office

Firefox

Thunderbird

Eclipse

Alfresco
JasperSoft/Pentaho
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Myth 4: Open Source Companies Do Not
Own Their Own IP



Sharing your intellectual property
doesn’'t mean that it's no longer
*YOURY* intellectual property

Open Source software Is copy-
righted software

Open Source does not allow
Intellectual property to be
monopolized

Many open source companies
provide IP indemnification as part
of their support subscriptions






Myth 5: Open Source is Unregulated and
Anyone Can Contribute Code



Standard software development
methodologies are used

All source code changes are
subjected to peer review before
acceptance

Open source development is a
meritocracy, and you must earn
code committer status

Security is built in from the
ground up



“The fact that somebody in the middle of the

night in China who you don't know, quote,
"patched" it and you don't know the quality of
that, | mean, there's nothing per se that says
that there should be integrity that come out of
t

nat process.”

Steve Ballmer
Microsoft Corporation







Myth 6: Open Source Cannot Support
Mission Critical Applications
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Open Source Software is Secure

Open Source Technology Does Offer Professional
Level Support

Open Source is not a Niche IT Sector
Open Source Companies often own their IP

Open Source is regulated and Code Contributions
are scrutinized before being accepted

Open Source Supports Mission Critical Applications
every Day
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